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Children and Families




Acceptable Use Policy

DEFINITIONS 
In this Policy, we refer to the following term: 

	“Children and Families Group”
	This includes all the operations and activities conducted by Children & Families Ltd and its subsidiaries:
· Children & Families Childcare Ltd

· Children & Families Children’s Centres Ltd

· FareShare Kent CIC


1. INTRODUCTION
The Children and Families Group aims to help employees make the best use of the Information Communication Technology (ICT) systems and facilities. The use of ICT can bring significant benefits to our activities and delivery of services. However, it can also introduce significant types of risk to our operations. The aim of this policy is to provide a safe framework for using ICT without exposing the Children and Families Group or our employees to the risks which can come with its use. 

This policy is linked to our GDPR Policy to ensure that the use of ICT is compliant to the regulations set out by the European Parliament, the Council of the European Union and the European Commission.
2. POLICY 
This Policy has been developed to ensure acceptable use of ICT by all users; establish the parameters of appropriate use and best practice; protect the Children and Families Group  and users from potential legal liabilities; and explain the consequences of breaching acceptable use. 
This policy aims to address our use of ICT in relation to GDPR compliance, data security, data access, and sharing of data. 

This policy covers ICT uses for the following area and actions we will take to ensure full compliance:

· Early Years Statement for Children

· 3rd Parties

· Access Privileges
· Disposal of Equipment

· Hacking

· Malicious Software
· Software

· Theft
3. Early Years Statement for Children
· I only use the internet when an adult is with me

· I only click on links and buttons online when I know what they do

· I only send messages online which are polite and friendly 

· I know the setting can see what I am doing online
· I have read and talked about these rules with my parents/carers

· I can visit www.thinkuknow.co.uk to learn more about keeping safe online
· I am kind online

· I keep information about me safe online

· I tell a grown up if something online makes me unhappy or worried
Please see appendix 2 a letter which highlight the acceptable use to parents/carers.
4. 3rd Parties
We will only use 3rd Party Suppliers that have robust processes in place and ensure they are also compliant with GDPR procedures.

All ICT hardware, software and infrastructure must have approved security features to ensure personal data is kept secure and compliant with the regulation.

Approved 3rd Party Suppliers that we will use are:

· Digital Nerve Centre

· eStart

· Sage

· Gladys/Quantiv

· Parenta

· Tapestry

· Egress

· All Microsoft platforms

· Apple platforms

· Google platforms

· Mozilla Fire Fox

· Adode

· Symantec

· Malwarebytes

· Sonic wall

· GFI

· Certified hardware

We will only process data on the above systems securely, personal data of employees, service users and partner organisation will be stored using the above system and only share and process data in agreement with the relevant privacy notice being completed, unless a safeguarding concern supersedes this rule. 
Most of the data we store is saved locally on the internal server. Partner software such as eStart, Sage, GLADYS, Parenta, Tapestry and Egress are all stored on third party servers, these third parties are approved by us to ensure their compliance with GDPR.
Data can only be accessed through encrypted controls by having an approved username and password. Data restrictions are also in place to limit the accessibility of data to ensure data security.
5. Access Privileges

We ensure robust access privileges to keep personal data secure. 

All our premises have access to Wi-Fi Networks. The Wi-Fi system is independent of the server to reduce the risk of hacking or a data breach. Wi-Fi is available for partner organisation and the general public. All SIDD names are generic and not identifiable to the organisation and have complex password features. Wi-Fi details are available through speaking to a member of staff at reception. 
Across the Children and Families Group passwords must follow a robust complex sequence to ensure access to data is secure. A password must be at least ten characters long and uses uppercase, lowercase and numbers.

In order to gain access to our systems all new employees must speak to their line manager who will complete a new user request form, which is then set up by Children and Families ICT support provider (Digital Nerve Centre), it is at this point access to user groups, folder structures, etc. will be set up based according to the role you have been employed for. No other 3rd Party users will be able to directly access the Children and Families Group systems or server. 
We allow our employees ‘Remote Access’, this is again limited to those who need access to the server remotely. A secure IP address is in place with access limited to one port, an employee would then use their own login details to access the server remotely. We have set a limit of five users only that can be logged in at one time. All devices working remotely are subject to the same requirements as ‘Bring Your Own Device’ (BYOD).
Access to our databases and systems are limited to those who need it, line managers will approve employee requests to gain access to these systems. In order to use any database or system an employee must undertake basic training of that system and read this policy to ensure compliance. 
6. Disposal of ICT equipment

When ICT equipment needs to be disposed of, we delete and shred all personal data saved to the local hard drive of that system, where applicable all equipment will be reset to factory settings. Once data on ICT equipment is fully deleted. We will use an accredited third party disposal company, who issue a disposal certificate listing all equipment that has been disposed of. 
Depending on the type ICT equipment being disposed of, internal disposal options maybe more appropriate, operational managers will decided the best way to dispose of the ICT equipment they use.  
The Children and Families Group retain all disposal records as an official record.
7. Bring Your Own Device (BYOD)

The Children and Families Group allows employees to use BYOD whilst at work subject to line manager approval, as well as agreeing to the terms and conditions as set out in ‘Appendix 1’. This completed document will be held in the employee’s personal record.

By agreeing to the following conditions and in agreement with your line manager, we will allow employees to use their own BYODs to access and edit relevant data on our servers (and those we commission from third party suppliers to hold data on our behalf). However, the transfer or copying of our data from these servers to a BYOD or any other storage medium or system not owned by the Children and Families Group is strictly prohibited.
8. Software Restriction, Malicious Software and Hacking

We take data security very seriously and work closely with our ICT support supplier to ensure all our systems are safe and robust to reduce the risk of malicious software and hacking.
There are stringent password procedures which all employees follow; all employees will need to change their user account password every three months. 

All Children and Families Group PC’s have Sonic Wall Firewall, Symantec Antivirus software and Malwarebytes to protect against adware, these are constantly running and updating in the background and flags up any possible issues. If an issue is found, the employee contacts a senior manager and reports to ICT support. 
All PC’s are configured to check for and download and install the latest Windows updates upon shutdown and boot up to ensure all devices are always up-to-date.
All PC’s only have software which the Children and Families Group approve. ICT and senior managers only have access to be able to approve software/app downloads. All obsolete software is removed from the system.

To reduce the risks of potential issues via emails and accessing adverse website, we have invested in GFI systems which screen and filter suspicious emails and block access to certain webpages.
In order to ensure data security we have restricted the use of USB ports and CD Rom Drives to only accept encrypted devices.
9. Theft of ICT Equipment
- Break-in – securing offices, rooms, passwords

- Left unattended – locking screens, securing office, assets users

- Snatched – locked, unable to get access, BYOD

- Members of staff – usage policy, assets

- Not returned after dismissal – return procedure, employee contract, police

10. Breaches

Depending on the nature of the breach will depend on the action taken. 

If you are aware of any breaches in regards to this policy please speak to your line manager or contact Jim Duncan. Jimduncan@children-families.org.

Across the Children and Families Group we expect high standards to be maintained by all staff, parent/carers, children and service users. We provide facilities and equipment that enable staff to do their job effectively, allowing children to thrive and enable service users access to a variety of support streams. In order to comply with regulations it is important that everyone completes the relevant ‘Privacy Notices’ to enable clear and transparent communication. This acceptable use policy links in to many other policies such as Behaviour Management, GDPR, Children Protection, Online Safety, Whistleblowing, etc. If anyone has any queries on the Acceptable Use Policy please contact Jim Duncan. Jimduncan@children-families.org.
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Appendix 1 

Bring Your Own Device (BYOD) Checklist
This checklist refers to all BYOD (Laptop, Tablet, Smart Phone, etc.).
I confirm as an employee of the Children and Families Group that my BYOD meets the following requirements:

· Operating systems and applications up-to-date.
· System access password/passcode established.
· Up-to-date antivirus software installed/appropriate certificates.
· Location settings on.
· System in place so that smart devices can be deleted remotely.
· BYOD has not been rooted or jailbroken devices.
· Ensure third parties do not have access to your devices and its contents.

· It is forbidden to transfer document/files from our servers onto other storage media or systems not owned or controlled by the Children and Families Group.

· Agree to inform line-manager promptly if device is lost or stolen, or will be replaced, upgraded, or sold.
· Agree to an annual check to ensure compliance. 
· If the above terms cannot be followed C&F Group have the right to restrict you from using your personal device/s for work purposes.
Employees are responsible for backing up personally-owned data on a BYOD device to prevent it from being lost in the event the device has to be wiped.
Disclaimer 
The Children and Families Group accepts no liability in respect of any loss/damage to personal ICT devices. The decision to bring and use a personal ICT device is your responsibility, as does the liability for any loss/damage that may result from the use of a personal ICT device. By bringing a personal ICT device you accept this disclaimer and agree to abide by this policy.
Employee Name:




Line Manager Name:

Employee Signature: 



Line Manager Signature:

Date: 






Date:
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Appendix 2 

Dear Parent/Carer

All children that access a Children and Families early years setting use computer facilities and internet access, as an essential part of learning as required by the EYFS.  Your child will have the opportunity to access a wide range of information and communication technology (ICT) resources. This includes access to:

· Computers, laptops, tablets, table tablets, smart screens, and other digital/smart devices

· The Internet, which may include search engines and educational sites 

· Interactive learning tools, games consoles and other games-based technologies

· Digital cameras, webcams and video cameras

We recognise the essential and important contribution that technology plays in promoting children’s learning and development, and believe it offers a fantastic range of positive activities and experiences. We do recognise however that this can bring risks.  We take your child’s online safety seriously and, as such, will take all reasonable precautions, including monitoring and filtering systems, to ensure that children are safe when they use our internet and systems. This includes: only using of devices that are certified and secured, and provide appropriate supervision at all times. 
· We recognise however that no technical system can replace online safety education and believe that children themselves have an important role to play in developing responsible behaviour. To support the setting in developing your child’s knowledge and understanding about online safety, we request that you read our Acceptable Use Policy - Early Years Statement for Children with your child and discuss the content.
We understand that your child is too young to give informed consent on his/ her own; however, we feel it is good practice to involve them as much as possible in the decision-making process, and believe a shared commitment is the most successful way to achieve this.
We request that all parents support our approach to online safety by role modelling safe and positive online behaviour and by discussing online safety whenever children access technology at home. Full details of the settings online safety policy are available on the settings website or available upon request. Parents/carers may also like to visit the following links for more information about keeping children safe online:
· www.thinkuknow.co.uk
· www.childnet.com
·  www.nspcc.org.uk/onlinesafety
· www.saferinternet.org.uk
· www.internetmatters.org 

Should you wish to discuss the matter further, please do not hesitate to get in touch. 

Yours sincerely,

Setting Manager



Arrangements for Review:  





Ian Townsend-Blazier is responsible for the implementation of this policy and conducting regular reviews. This policy was adopted in May 2018. In November 2018 the ICT Usage and Acceptable Use Policy merged and will be reviewed in: 














Next review date:  November 2019
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