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Children and Families




GDPR Data Protection Policy

DEFINITIONS & INTERPRETATIONS
In this Policy, we refer to the following term: 

	“Children and Families Group”
	This includes all the operations and activities conducted by Children & Families Ltd and its subsidiaries:
· Children & Families Childcare Ltd
· Children & Families Children’s Centres Ltd

· FareShare Kent CIC


	Data Subject
	The natural person that the personal data is identified to

	Natural Person
	A living individual 

	Data Controller
	The natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data

	Data Processer 
	A natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller

	Third Party
	Anyone else who is not a data subject, data controller or data processer

	Personal Data
	Any information relating to an identified or identifiable natural person ('data subject'); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person

	Processing
	Any operation or set of operations which is performed upon personal data or sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaption, alteration, retrieval, consultation, use, disclosure, by transmission, dissemination, or otherwise making available alignment or combination, erasure or destruction

	Consent
	Any freely given, specific, informed and unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her

	ICO 
	Information Commissioners Office (The Supervisory Authority for the UK GDPR)

	DPO 
	Data Protection Officer

	Compensation
	Awarded by the courts to data subjects from the organisation

	Fines
	Issued by the ICO (or relevant supervisory authority on the organisation) 

	DPIA
	Data Protection Impact Assessment

	PIMS
	Personal Information Management Standard

	DSAR
	Data Subject Access Request

	BCR
	Binding Corporate Rules


1. INTRODUCTION
This policy is governed by The EU General Data Protection Regulation (GDPR), which replaces the Data Protection Directive 95/46/EC and is designed to harmonize data privacy laws across Europe, to protect and empower all EU citizens data privacy and to reshape the way organisations across the region approach data privacy.
2. POLICY
This policy addresses how the Children and Families Group use, store and share personal data about data subjects. The processes and procedures of which will be compliant with the GDPR and we will be regularly monitored for compliance. 

GDPR is the responsibility of all staff and volunteers who have access to any personal data on all service users, partner organisations, staff and all other persons connected with our operations. Staff and volunteers must familiarise themselves and comply with this policy. If there is any doubt, advice should be sought from the immediate line manager. Breach of this policy and the law in relation to GDPR may lead to disciplinary action being taken. 

3 PROCEDURES

3.1 THE GDPR PRINCIPLES 
The following principles lie at the heart of our approach to processing personal data.
The GDPR sets out seven key principles:

· Lawfulness, fairness and transparency

· Purpose limitation

· Data minimisation

· Accuracy

· Storage limitation

· Integrity and confidentiality (security)

· Accountability

A breach of one of these principles will result in the higher level fine being imposed by ICO.

3.2 TYPES OF PERSONAL DATA 
The Children and Families Group understand that personal data allows a natural person to be identifiable. This would be data such Name, DOB, etc.
Types of data the Children and Families Group will processes and store also includes: 

Financial information - To enable us to process payments, support with financial issues. C&F is registered with the FCA, registration number: FRN 731302 
Medical Information – TO ensure you are safe and able to work, this also includes recording Covid vaccine and testing information. 
Photographs, Video’s and CCTV Recording – Please see our CCTV Policy; and Use of cameras & Images Policy
Genetic – Personal data which is an inherited characteristic – i.e. DNA, RNA

Biometric – Personal data which relates to physical, physiological or behaviour characteristics of the natural person – i.e. fingerprints, facial image, voice recording

Identifiers – For example; cookies, IP address and other online identifiers that leave traces which are linked to an individual (i.e. where organisations can monitor that individual’s buying habits) 

Sensitive / Special Personal Data – Processing of sensitive / special data is prohibited unless processing falls into one of the exceptions.

i. What falls into the category of sensitive / special personal data

· Race;

· Ethnic origin;

· Political opinions;

· Religion;

· Philosophical belief;

· Trade union membership;

· Genetic data;

· Biometric data;

· Health data;

· Concerning a natural person’s sex life;

· Sexual orientation.

ii. What are the exceptions

· The data subject has given explicit consent

· It is necessary to fulfil the obligations of controller or of data subject

· It is necessary to protect the vital interests of the data subject

· Processing is carried out by a foundation or not-for-profit organisation

· The personal data has manifestly been made public by the data subject

· Establishment, exercise or defence of legal claims

· Reasons of public interest in the area of public health

· Archiving purposes in the public interest

· A Member State has varied the definition of a special category

Personal Data relating to Criminal Convictions

In order to process this type of personal data, the Children and Families Group will have obtained consent from the data subject and have a lawful basis to rely on and in addition processing shall be carried out only under the control of an official authority. Any comprehensive register of criminal convictions shall be kept only under the control of official authority.
3.2 DATA INVENTORY 
The Children and Families Group will complete data maps for each operational area to understand what data is held, where data is stored, how data is shared. There will be annual audits that will ensure ongoing compliance with GDPR and will cover:

· Who is the data owner? Are there any joint controllers? 

· What format is the data? I.e. app, shared folder, paper etc. 

· Type of data? Sensitive / special?

· How is the data collected? Was consent given? If consent was not chosen as the lawful ground for processing, what lawful ground is being relied upon instead?

· What is the purpose for processing the data? 

· Who are the data subjects? 

· How long will the data be retained for?

· Who is the data being shared with? Will this be shared in and / or out of the UK?

· Will the data have encryption?

· How does the data move through the organisation? 

· Have technical and organisational measures been applied to the data? 
3.3 PRIVACY NOTICES 
The Children and Families group issues the following privacy notices to help individuals understand their rights and how we handle their data:

· Employee & Workers Privacy Notice

· Public Privacy Notice

· Job Applicant and Recruitment Privacy Notice

· Nursery Privacy Statement

· Website Privacy Notice

These are made available to individuals via our reception areas, websites and/or internal servers. 
3.4 SECURING PERSONAL DATA 
The Children and Families Group takes data security very seriously and has implemented the following to ensure full compliance with GDPR:
· Trained staff to the appropriate levels to comply with GDPR 

· Complex password controls

· Privacy notices

· Standard documentation, DSAR, etc.

· ICT security measures in place

· Bring Your Own Device (BYOD) procedure

· Data mapping, risk assessments and audits

· Data transfers

· Encryption and restricted data access
· Confidential visitor books
· External system audits and reports 

3.5 RIGHTS OF DATA SUBJECTS

As a data subject of the Children and Families Group we follow the 8 Data Subject rights:
1) The right to be informed

2) Right of access

3) Right to rectification

4) Right to erasure

5) Right to restrict processing

6) Right to data portability

7) Right to object

8) Rights related to automated decision making & profiling

The right to be informed

We make our privacy notices available via our websites and internal servers to inform people how we will handle their data. Our privacy notices detail why the information is required, how it will be processed, how it will be stored and explains individuals rights in relation to their data. 

Right of access

The Children and Families Group enables data subjects to make DSARs (Data Subject Access Requests) to obtain copies of their personal data. The Children and Families Group will action the request within 1 month of a request of having verified who they are. All DSARs should be directed to Jim Duncan, CEO, jimducan@children-families.org. All requested paperwork and logs can be found: F:\Children & Families\GDPR
The Children and Families Group can refuse a request if it is manifestly unfounded or excessive (repetitive). All requests will be dealt with in writing following the Children and Families Group DSAR procedure.
Right to rectification

The Children and Families Group will ensure personal data that is inaccurate or incomplete will be updated and the updated information must be given to 3rd parties that the original data was disclosed to. 

Right to erasure – “Right to be forgotten”

Although this is not an absolute right, the Children and Families Group will do its best to honour this right and a request form can be obtained by contacting Jim Duncan, CEO, jimducan@children-families.org or accessing F:\Children & Families\GDPR\Erasure
A data subject can request the right of erasure of their data in the following circumstances;

· The processing is no longer necessary in relation to the purpose

· Consent has been withdrawn

· Processing of the data is unlawful

· It is to be erased to comply with a legal obligation

· The data subject objects to the processing and there is no legitimate overriding grounds for ongoing processing

If the right is granted, the Data Controller will notify processers and third parties that all information disclosed is to be deleted. 

The Children and Families Groups can refuse to erase where:

· There is a legal obligation to keep the data

· The processing of the data relates to vital interests or public interest

· Archiving is in relation to the public interest – i.e. for scientific / historic research

· It is being used in the exercise of legal claims

Right to restrict processing

The Children and Families Group will listen to data subjects on how they would like their data controlled, this could be a data subject asks to hold their data but not process it, i.e.;

· Questioning the accuracy of the data (ongoing dispute)

· Dispute about legal basis / whether there are legitimate grounds for processing

· The individual opposes erasure and requests restriction instead (i.e. data subject needs the data but doesn’t want it used for processing)

· Data subject needs the data to defend a legal claim but the controller no longer needs the data

Right to data portability

The Children and Families Group will support the right to data portability, this would be supporting a request to move personal data to another provider. It would be done without undue delay and without detriment to the data subject. If the data concerns more than just the individual data subject then the organisation needs to consider whether it would prejudice the rights of another natural person.

Right to object – to certain processing (different from right of erasure)

As a data subject you have the right to object to certain aspects of processing data. For example; consenting to data being kept but cannot be used for the processing of direct marketing. This being the case the Children and Families Group would stop processing the data for the purpose requested unless;

· The Children and Families Group can demonstrate compelling legitimate grounds for the processing

· The processing is for the defence of legal claims

Rights related to automated decision making & profiling

This relates to automated programmes where decisions are made, The Children and Families Group does not use any systems that use automated decision making. 
3.6 CONSENT
The Children and Families Group uses consent and legitimate interest to obtain and process personal data and our privacy notices explain how we handle individual’s data. 
Data subjects have the right to withdraw consent at any time. Please contact Jim Duncan, CEO, jimduncan@children-families.org to withdraw consent. 
The Children and Families Group will follow the UK guidelines on the age of consent which can be given. 

3.7 DSARs – Data Subject Access Requests 
Once a DSAR is received in writing and validated the Children and Families Group will complete the request within 1 month. If the request is complex this may be extended to 2 months if the data subject is informed and it is a complex request. 

In most cases there will be no charges for DSARs. However, where the request is manifestly unfounded or excessive we will charge a “reasonable fee” for the administrative costs of complying with the request.

We will also charge a “reasonable fee” if you request further copies. The fee will be based on the administrative cost of providing further copies.

The Children and Families Group will record all DSARs for auditing purposes and upon requesting a DSAR data subjects would also need to complete relevant declaration forms to enable clear communication channels.

To request a DSAR please contact Jim Duncan, CEO, jimduncan@children-families.org
3.8 DATA DESTRUCTION 
The Children and Families Group will destroy data using secure systems.
All data is subject to the Children and Families Group data retention schedule and this will guide when certain types of data will be deleted.

At the end of every financial year the Children and Families Group will complete a data audit and run data cleansing, this will ensure no data is held longer than necessary. This would include all systems, databases, emails and hard copies obtained that are not required to be held longer in compliance with the retention schedule. 

All data will be deleted through secure systems; hard copies will be shredded through a cross-hatch shredder, and all electronic files and devices will be deleted using the operating systems shredder tool. A system search will follow up automated deletion to ensure no records can be found.
3.9 TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES OR INTERNATIONAL ORGANISATIONS 
The Children and Families Group will not share your data with anyone outside the EU without consent. Due to the nature of our work this request maybe unlikely, but if you wish your data to be shared to third countries or other international organisation please make a request to Jim Duncan, CEO, jimduncan@children-families.org, a formal process and documentation request can be found: F:\Children & Families\GDPR\Transfer of Data Outside EU
3.10 INCIDENT RESPONSE & DATA BREACHING 

If a breach occurs within the Children and Families Group please speak to a member of staff or follow the Data Breach Procedure which is located: F:\Children & Families\GDPR\Breach Procedure  
Reporting a breach to the ICO:
When a breach should be reported to the ICO

The board, Senior Managers and Data Controller should all decide whether to report a breach to the ICO. There is no requirement to report a breach if the data is encrypted or if the breach is unlikely to result in a risk to the data subject. Controllers should require processers to report ALL breaches to them so that they can decide whether they need to be reported. 

Timeframe

If a breach is required to be reported to the ICO then it should be reported within 72 hours of the organisation becoming aware of the breach. 

What to include in a report

· Describe the nature of the breach

· Include the number of natural person’s effected and the consequences

· Measures that have been taken to mitigate or measures that are a work in progress to mitigate risk

· Contact details of the DPO

· Explanation of why it took longer to report than 72 hours, if this is the case

Reporting a breach to the data subject

If high risk, it should be reported without undue delay and in clear, plain language. The ICO may compel the Children and Families Group to report it to the data subject. There will be no need to report the breach to a data subject if;

· There are appropriate technical and organisational measures taken

· The high risk will not materialise

· The communication with the data subject would involve disproportionate effect

3.11 ENFORCEMENT, REGULATION & COMPENSATION
Data subject complaints

Data subjects can make a complaint to Jim Duncan, CEO, jimduncan@children-families.org, or explore the Children and Families Group Whistle Blowing policy or contact the Information Commissioner’s Office ICO, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF. Tel: 0303 123 1113. If a data subject is not satisfied with the response of the ICO then they can appeal through the court process. 
Compensation

A data subject is entitled to compensation if they suffer damage as a result of the breach. The controller will be liable for the damage caused by processing. The processer will only be liable if they have processed or acted contrary to the controller’s instruction. The judge can award joint and several liabilities against controller and processer. 

Fines

The fines are issued by the ICO. The fine will either be;

· A maximum of £10million or 2% of the organisation’s global turnover (whichever is higher)

· A maximum of £20million or 4% of the organisation’s global turnover (whichever is higher)

A breach of one of the 6 GDPR principles will result in the higher fine being made. 

The amount of the fine will be determined by;

· The nature, gravity & duration of the infringement (i.e. how much data has been lost)

· Any intent or neglect (or whether it was accidental). Was it avoidable? (i.e. lack of training or policies)

· Any action taken to mitigate the damage suffered (time and effect)

· The degree of responsibility of the controller or processer taking into account and technical and organisational measures implemented by them

· Any relevant previous infringements

· The degree of cooperation

· The categories of personal data affected by the infringement

· The manner in which the infringement became known

· Where corrective powers have previously been ordered against the controller or processor

· Adherence to approved codes of conduct or approved certification mechanisms

· Any other aggravating or mitigating factors

4. LEGITIMATE INTEREST

The Children and Families Group aims to capture explicit consent where possible and appropriate to do so. The ICO enables Legitimate Interest as a way of obtaining consent in accordance with the following:

· Using people’s data in ways they would reasonably expect and which have a minimal privacy impact, or where there is a compelling justification for the processing.

· If you rely on legitimate interests, you need to take extra responsibility for considering and protecting people’s rights and interests.

· There are three elements to the legitimate interest basis. It helps to think of this as a three-part test. You need to:

· identify a legitimate interest;

· can show that the processing is necessary to achieve it; and

· balance it against the individual’s interests, rights and freedoms.

· The legitimate interests can be your own interests or the interests of third parties. They can include commercial interests, individual interests or broader societal benefits.

· The processing must be necessary. If you can reasonably achieve the same result in another less intrusive way, legitimate interests will not apply.

· You must balance your interests against the individual’s. If they would not reasonably expect the processing, or if it would cause unjustified harm, their interests are likely to override your legitimate interests.

The Children and Families Group may use Legitimate Interests to cover the following areas, if explicit consent can not be obtained:

· Contacting job and volunteer applicants

· Contacting families and partner organisation about referrals

· Contacting families about course request, waiting lists and to follow up general enquiries

· Following up website, social media and other digital enquiries  

· Tracking adults progress and children’s development  
· Processing data on to secure system such as Family Food Bank completed vouchers, group attendance sheets, nursery registers, etc.

· Processing and transacting financial matters

· General data reporting

· General communication with families, partner organisations and suppliers

· Other data processes where there is a legitimate interest, processing is necessary and does not breach the individuals Interest, rights and freedoms. 
If you would like to discuss our GDPR Policy please contact Jim Duncan, CEO, jimduncan@children-families.org 
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